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ORACLE 11G RAC : PRE-REQUISITE VERIFICATIONS
Inderpal S. Johal, Data Softech Inc.

INTRODUCTION

This document can be used as reference in the future to install and configure the Real Application Cluster on
Linux. It will cover all Pre-installation as well as Post-installation steps required for the Deployment of RAC in
your environment. This document is written to provide help installing Oracle11g Real Application Clusters on x86
with Red Hat Linux 4. | will describe step-by-step architecture from installing Oracle Clusterware, Oraclellg
Software and Database on ASM (Automatic Storage Management). | have tried to use all CLUVFY (Cluster
Verification Utility) so as to make sure that all steps are completed successfully on all nodes.

ORACLE 116G RAC INSTALLATION OUTLINE

In this document, | will follow the below mentioned path to deploy 2-Node Oracle 11g RAC in Linux
environment :
1. Perform Pre-Installation on Single Node
Install and configure ASMLib and Raw Devices on Single Node
Install Oracle 11g Clusterware on Single Node
Install Oracle 11g Software on Single Node
Configure Clustered Oracle ASM Instance on Single Node
Configure Non-RAC Instance on Single Node
Convert Non-RAC instance to RAC instance using the Same Clustered ASM Instance
Perform Pre-Installation on Second Node
Configure ASMLib and Raw Devices on Second Node
10 Add Oracle 11g Clusterware to Second Node
11. Add Oracle 11g Software to Second Node
12. Add ASM as well as Database instance to Second Node

©ooN O WD

At each Step of the deployment, I will provide the cluvfy command to validate the environment. In my
configuration, | am using db02pn as First Node and dbO1pn as second Node.
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PRE-INSTALLATION TASKS
You must perform the following step-by-step tasks for hardware, software and network requirements as
well as for the Platform-specific pre-installation procedures. This will include OS patches for Cluster
database as well as Kernel configuration. I will use Cluvfy (Cluster Verification Utility) at the end of each
step so as to make sure that the task is completed successfully.
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MEMORY

[root@db02pn]# grep MemTotal /proc/meminfo

SWAP SPACE
LR ) & “( C D)™

[root@db02pn]# grep SwapTotal /proc/meminfo
. g

( .- "E% ./ » +, I
[root@db02pn]# grep SwapTotal /proc/meminfo
[root@db02pn /]# dd if=/dev/zero of=/tempswap bs=1k count=9000000

g

o o"

s 3 1
[root@db02pn /]# chmod 600 /tempswap

2 » 3 3 ’ s
[root@db02pn /]# mkswap /tempswap
+ 1 ” 4 56 7 % %

[root@db02pn /]# swapon /tempswap

4
[root@db02pn /]# grep SwapTotal /proc/meminfo
+ "

TMP SpACE
8 9 \ - - 9
[root@dbO1pn]# df -h /tmp
2 +6 = @ : 3
9 49 98 < =</"** >? 18 / #" /i$ > 9
5 4 1 9 5
@ & &= " A

$su -

# mkdir /mount_point/tmp

# chown root:root /mount_point/tmp
# chmod 1777 /mount_point/tmp

# exit

Login as Oracle

$ TEMP=/mount_point/tmp # Used by Oracle

$ TMPDIR=/mount_point/tmp # used by Linux Programs
$ export TEMP TMPDIR
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ORACLE CLUSTERWARE AND DATABASE 11G SOFTWARE SPACE

11 + ., » B
/ = +
" (B?0< (+079 9 9
"(B?@<A @7C " (B?0< (+@9 9 #9 I<
"(<B*"+<A @79 9 9 9 9 #9 <
& B ., A , Y4, "(<B"+<A @ C "(B?< (+@
"(<B"+<A @ 1 B » # D

ORACLE DATABASE SPACE
2 , 1 " - = 1 # B +

Oracle Cluster Registry

2 Raw |/dev/sdel 500M /dev/sdel (OCR) File
Device |/dev/sde2 /dev/sde2
Voting Disk
ASM /dev/sde3 200G |/dev/sde3 +DG11G Oracle Database Files
1"4#$

#
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SYSTEM ARCHITECTURE

[root@db02pn]# /usr/sbin/groupadd -g 1001 oinstall

?1 - : D 2 , 1 2 # :
[root@db02pn]# /usr/sbin/useradd -u 1000 -g oinstall -G dba oracle

[oracle@db02pn ~]$ id oracle
7w F1 7 " E F1 T 5 oemg pF

+ &
[root@db02pn]# passwd oracle

8 Ho! |

[root@db02pn]# id nobody
7 E 1 F1 7 E 1! F1 7 E 1 F

D 5 s > 1
[root@db02pn]# /usr/sbin/useradd nobody

B + 4 4 B= ! > 1
! -
[root@db02pn]# grep “model name” /proc/cpuinfo
E*FG E F &B&: /#// A6
E"FG E F &B&: /#// A6
E'"FG E F &B&: /#// A6
E"FG E F &B&: /#// A6
OPERATING SYSTEM USER AND GROUPS
?21 - z D 2 , 1 2 # 1 + .,
[root@db02pn]# /usr/sbin/groupadd —g 1000 dba
?1 - z D 2 , 1 2 # 1 N 5,
5 #
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NETWORK REQUIREMENTS
v e 4 - »
&l . " ., 1, ! (B #
i &4 ) E F il v, ! (B #
v B 1 . B?:82J #
v & ) B} 1 , = + 4 4 1 = 45
s & 9 9 #+ 4
v 8 &E8 &F ! 9 9 #
v ( 4 & , 4 , 9 9 #
4 91 9 1 &
[oracle@db02pn]$ cat /etc/hosts
$ #GGEGGH/ LA LA
$ #GGHGGH 1" >4
HEE "> 4
[root@db02pn etc]# ifconfig -a
" ? @ AL ™" /B "*
L7 74 $ #GGEGGE %% %k %%t %%k
Y 4 * 9 o+ ?
& " (B *": ? B(+ R
"G " " 4
G " " "4 " "
" Do
"G! "% E % F G! */ / E # F
? @ AL VA TR
HE TEEE %% %%+ %%+ %%
/3 g9+ ?
& " (EBH *": ? B(+ Dont
"G " "4
G * " ! " "
o
"G ! TEHTIF G % "E% ETIF
NOTE: J 4 1 N I 8¢& N ! I 8
B 1 ( E8 &B(F¢
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SOFTWARE REQUIREMENTS
SSH AND USER EQUIVALENCY

2

» r e, » | Oraclel

+
+

£? 1

#+ = # N D
[oracle@db02pn]$ rm —r ~/.ssh
[oracle@db02pn]$ mkdir ~/.ssh
[oracle@db02pn]$ chmod 700 ~/.ssh

/tB "+( =+(N # , D
[oracle@db02pn]$ /usr/bin/ssh-keygen —t rsa
[oracle@db02pn]$ /usr/bin/ssh-keygen —t dsa

(
1]
2] £ , ¢
, , 4 QU
#( 6 N

[oracle@db02pn]$ touch ~/.ssh/authorized_keys
[oracle@db02pn]$ cd ~/.ssh

4 , 41 #
[oracle@db02pn]$ Is —It *.pub

%# B 6 D, ! s - &
[oracle@db02pn]$ cat *.pub >auth_node2
[oracle@dbO01pn]$ cat *.pub >auth_nodel

B < 1 QU
[oracle@db02pn]$ cd ~/.ssh
[oracle@db02pn]$ scp oracle@dbO0lpn:/home/oracle/.ssh/auth_nodel

$#B < ( 6 +
[oracle@db02pn]$ cd ~/.ssh
[oracle@db02pn]$ cat auth_node* > authorized_keys
[oracle@db02pn]$ chmod 600 authorized_keys

*#B 6 <
[oracle@db02pn]$ scp authorized_keys oracle@dbOlpn:~/.ssh

#@ 1 1++A: @- 4 B , , 4 z
[oracle@db02pn]$ exec /usr/bin/ssh-agent $SHELL
[oracle@db02pn]$ /usr/bin/ssh-add

#8 ++A 1 & , 4
[oracle@db02pn]$ ssh dbO1pn date
The authenticity of host 'dbO1pn (172.xx.xx.33)' can't be established.
RSA key fingerprint is 70:48:ed:95:1c:e4:3c:40:8e:16:66:be:17:26:44:91.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'db01pn,172.xx.xx.33" (RSA) to the list of known hosts.
Mon Jan 9 13:34:20 EST 2006
[oracle@db02pn]$ ssh db02pn date
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SOFTWARE LIST FOR X86 64 BIT PLATFORM

KERNEL VERSION
! 1 ., 1 4 E 4 Fi
Red Hat Enterprise Linux 4 (Update 3): # # >/ #@?
s - 5 , 1 ? D !
[root@db0Ol1pn ~]# uname -r
2.6.9-55.ELsmp

A Neo- 62807+ # @ 4 %%+#@?
OPERATING SYSTEM X86 (64 BIT)
! 1 , 1
Red Hat Enterprise Linux AS/AS 4 (Update 3 or later)
, 1 4 ? D 5 > 1

# cat /etc/issue

[root@dbO01pn ~]# cat /etc/issue
Red Hat Enterprise Linux ES release 4 (Nahant Update 5)
Kernel \r on an \m

PACKAGE REQUIREMENTS

" A 0@ ? D E /F , 1 & 1 E 4 F
|Required or Later version Available Version|
1 > # Wt A > * 1 > Wk A >
> i % > i f %
> 1" $#% > > >
> > 45" Y% > o> 4 " St >
1 >/% % 1 >/% 4 >*
1 > 00>/# #%> 1 > 00x/# # >
1Y>#/88> 4 1> 88> 4
11> >t > 4 11> > 4t > 4/
LI 7 LI 7
o> 4 "/ " 1> 45"/ "W
! 00>/# %> ! 00>/ # >*
! 00> 4 >/t #> ! 00> 4 >/# # >*
S/ S/ 107
S & >/ b A 74
0" 196>t S0 %> k' #
# rpm —qga | grep —i libaio - to check if the package is installed
# rpm —Uvh *.rpm - To Update the package
# rpm —ivh *.rpm - To Insert the package
RED HAT 4: ORACLE AUTOMATIC STORAGE KERNEL DRIVER (ASMLIB)
+ (+ ! B 1 !
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CVUQDISK PACKAGE REQUIREMENT FOR CLUVFY
»  Copy the cvuqdisk RPM package from media disk present in clusterware/rpm
» Login as root and execute the following to verify the package
[root@db02pn]# rpm -qa]grep -i cvuqdisk
» De-install the existing version if present
R > 4 -
» Install the cvuqdisk RPM package
[root@db02pn]# cd /mnt/clusterware/rpm
[root@db02pn]# Is —Itr cvug™
-rw-r--r-- 1 root root 5339 Oct 23 14:36 cvuqdisk-1.0.1-1.rpm

[root@db02pn]# rpm -Uvh cvuqdisk-1.0.1-1.rpm
Preparing... HEHHHH A A [10096]
1:cvuqdisk HI R H AR R A [1009%6]

[root@db02pn]# rpm -ga]grep -i cvuqdisk
cvuqdisk-1.0.1-1

ENVIRONMENTAL VARIABLE SETTING

Step 1. Open the startup Shell script
Bash shell on Red Hat Enterprise Linux:
$ . ./.bash_profile

Step 2. Add the following to the above Startup shell script based on your Shell setting
umask 022
ORACLE_BASE=/home/oracle/app
ORACLE_HOME=$0RACLE_BASE/product/11. 1/db_1
ORA_CRS_HOME=/home/oracle/crs/product/11.1/crs_1
LD_LIBRARY_PATH=$ORACLE_HOME/lib
TNS_ADMIN=$0RACLE_HOME/network/admin
PATH=$0RACLE_HOME/bin: $PATH
Export ORACLE_BASE ORACLE_HOME PATH LD_LIBRARY_PATH TNS_ADMIN

ORACLE SOFTWARE HOME DIRECTORY
[foot@db02pn]# mkdir -p /home/oracle/app/product/11.1/db_1
[root@db02pn]# chown -R oracle:oinstall /home/oracle/app/product/11.1/db_1
[troot@db02pn]# chmod -R 775 /home/oracle/app/product/11.1/db_1

ORACLE CLUSTERWARE HOME DIRECTORY
[foot@db02pn]# mkdir -p /home/oracle/cts/product/11.1/crs_1

[troot@db02pn]# chown -R oracle:oinstall /home/oracle/cts/product/11.1/crs_1
[troot@db02pn]# chmod -R 775 /home/oracle/cts/product/11.1/crs_1

Step 3. Add the following to the above Startup shell script(.bash_profile) to make sure sty interrupt is set properly to avoid
OUl error.

if [ -t 0 ]; then
stty intr "C
fi
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HANGCHECK-TIMER MODULE

1 > >1
# 1 5 #
\ , " A ? D(+ 1, 4 dH> 4 1 #: , 1
4
[oracle@dbO1pn ~]$ find /lib/modules -name "hangcheck-timer.ko"
919 9 # # >%@? 9 9 4 9 9 1 > #
9 19 9 # # >U%4@?9 9 4 9 9 1 > #
9 19 9 # # >U%4@? 9 9 4 9 9 1 > #
919 9 # # >WH@?9 9 4 9 9 1 > #
1 > 1
[root@db02pn]# /sbin/Ismod |grep —i hang
1 > 5 . 1

[root@db02pn]# /sbin/insmod hangcheck-timer hangcheck_tick=30 hangcheck_margin=180

4 54
s 4 5
/etc/rc.d/rc.local file#
4 1 4 1 1 ? D 4 ¢ 5 . 4

9 9 LI s
[root@db0O2pn]# echo "options hangcheck-timer hangcheck_tick=30 hangcheck_margin=180" >>
/etc/modprobe.conf

, 1
[root@db02pn]# modprobe hangcheck-timer
[root@db02pn]# grep Hangcheck /var/log/messages | tail -2
Jul 23 12:29:32 db02pn kernel: Hangcheck: starting hangcheck timer 0.9.0 (tick is 30 seconds, margin is 180 seconds).
Jul 23 12:29:32 db02pn kernel: Hangcheck: Using monotonic_clock().

SETTING SHELL LIMITS FOR ORACLE USER

1. ( , 1 9 9 9 #
oracle soft nproc 2047
oracle hard nproc 16384
oracle soft nofile 1024
oracle hard nofile 65536

2. ( ., 1 9 9 t91 5 D
session required pam_limits.so

NODE TIME REQUIREMENTS

S T QUR AA
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Parameter Value
semmsl 250 /proc/syve/kernel/sem
semmns 32000
Semopm 100
semmni 128
shimmax Half the size of /proc/sve/kernel / shmmax
physical
memory (in
bytes)
shmmmni 4094 /proc/sys/kernel/ shmmmi
shmall 2007152 /proc/syva/kernel /shmall
file-max 65536 /proc/sys/fs/flle-max
ip_local_port_range Minimum: 1024 /proc/syva/net/ipvd/ip_local_port_rangs
Maxdmum:
65000
rmem_default 262144 /proc/sys/net/core/rmem_default
TINEeI_max 1048576 /proc/sys/net/core/rmem_max
wmem_default 1048576 /proc/syve/net /oore /wmen_default
WINeI_Max 262144 /proc/sys/net/core /winem_max

MAKE SURE RAC NODE NAME IS NOT LISTED IN LOOPBACK ADDRESS

e

-
s ! 4
Py

E D DF

linux1 #
1

#
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CHECKING THE SYSTEM SETUP BEFORE PROCEEDING FOR CLUSTERWARE INSTALLATION

$ ./runcluvfy.sh comp sys -p crs -r 11gR1 -n db02pn

8 1 -

B 1 - I e

\Y

Vv

+ - [
8 - ) #

$ ./runcluvfy.sh comp sys -p crs -r 11gR1 -n dbO2pn -verbose

8 1 -
B 1 - o
B
@ " - B
DOSXXDDEIDDD DESXIDSIIIOOIIIOOIIIODD>  DOOOSSIIOSIIOOSSOOOODD>  SESOOOS>>>
" W E $ *NF E " *u$ N F
J #
Vv
Vv
+ - i
8 - ) #

DISCOVER ALL SHARED STORAGE

$ ./runcluvfy.sh comp ssa -n dbO02pn -s /dev/sdel —verbose ----- - Used for OCR file
8 1 1 !
B 1 1 LI
39 49 3 #
+ 1 . 3 3
8 1 ! \ #

$ ./runcluvfy.sh comp ssa -n dbO2pn -s /dev/sde2 —verbose = -------

8 1 1 !

B 1 1 LI

39 49 3 #

+ 1 . 33

8 1 ! . #
$ ./runcluvfy.sh comp ssa —n db02pn -s /dev/sde3 -verbose ------- - Used for ASM based Database files

8 1 1 !

B 1 1 LI

¥ 49 /3 #

+ 1 . 33

8 1 ! . #
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VERIFY HARDWARE AND OPERATING SYSTEM SETUP:

$ ./runcluvfy.sh stage -post hwos -n db02pn
& 1 > , 1

e <<

VERIFY CONNECTIVITY BETWEEN THE CLUSTER NODES THROUGH ALL OF THE AVAILABLE NETWORK
INTERFACES
$ ./runcluvfy.sh comp nodecon -n db02pn -i eth2 -verbose

8 1 4

B 1 4 i

\Y

\4

B 4 3 3

" 4 3 34
" 4 #

8 4 #

$ ./runcluvfy.sh comp nodecon -n db02pn -i ethO -verbose
8 1 4

B 1 4 i

\4

\Y

B 4 3 "3

" 4 3 "3
- 4 #

8 4 #

VERIFY USER EQUIVALENCE FOR NODES.
> 5 >
$ ./runcluvfy.sh comp admprv -n dbO2pn -o user_equiv -verbose

8 1 4 4 1
B 1 - 4 HH
B : - 4 3 3
B

PIDIIIPIIIDP PP IIIDPPIODPPPIIPPP DD PIIIIPP PP

"
- - 4 3 3
8 4 4 1 #
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